HANDBOOK
An easy-to-use, friendly guide
for event teams and companies

Event software made easy

Disclaimer: We created this handbook to help clients like you
prepare for the European General Data Protection Regulation
that’s coming into effect on May 25, 2018. This handbook is intended as a guide only, so please check with your own lawyers
or data protection officer if there’s anything you’re unsure about.
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GDPR

The General Data Protection
Regulation
EU General Data Protection Regulation (GDPR) is an update to the EU Data
Protection Directive. It’s the most important change in data privacy regulation
in 20 years, and we want to help you prepare for these changes.
GDPR gives EU citizens (and anyone in the EU) the right to access the personal data
organisations have on them and allows them to control how businesses hold and use
their own personal data.
The previous directive was a legislative act that sets out a goal for EU countries, but
it’s up to each member state to decide how to implement it. By contrast, a regulation
like GDPR has to be applied across all the member states the same way.

Trust in a digital age: data protection reform
Things have moved on since the 1995 Directive was established, and we’re now in
data-driven world that sees more and more breaches. In the last few years, there have
been massive data breaches in several globally recognisable companies, leaks of
personal data that can have a very detrimental effect.
In this digital age, people need to trust online service providers and businesses so that
this sector can grow. Users need to know their data will be protected, and that they
have the right to be forgotten, the right to data portability and the right to be informed
of personal data breaches.
By strengthening privacy rights and creating more trust, this regulation aims to boost
Europe’s digital economy.

Did you know?
The EU Commission is also working
on updating the ePrivacy Directive
(2002/58/EC)

Key principles
• Transparency and fairness
• Data minimisation
• Purpose limitation
• Storage limitation
• Confidentiality
• Accountability
• Accuracy

Organisations with more than 250 employees have to document why they’re
collecting and processing people’s information, how it’s stored, and how long it’s
being kept. And companies that have a significant amount of personal data or
sensitive personal data have to hire a data protection officer (and it can’t be your
CEO or head of HR or head of IT or… you get the point).

Tough penalties for noncompliance
Well, the EU has made it clear that they’re taking GDPR quite seriously and plan
to enforce it.
You can be fined up to €20 million or 4% of your total annual turnover from the
year before — whichever is larger. The affected person whose data was breached
can also seek compensation directly from the controller or processor.
GDPR makes it easier for individuals to bring claims against organisations that are in
breach of the new regulations, and they can now sue for non-material damage (like
stress!) if their privacy has been infringed.
Don’t panic yet, because with good GDPR audits, planning, and implementation, this
won’t be relevant to you. We’re not lawyers, but we think there’s also bound to be some
other considerations when the data protection authorities make their judgement in case
of noncompliance, such as:
• What you did to try to remedy noncompliance
•	Whether you knew or how long you’ve known
that you were noncompliant
• The extent of damage to persons due to your noncompliance
• How much you cooperate with data protection authorities
•	If you notified your country’s legal authority when
the breach/issue took place (or did they hear about
it from a data subject)

GDPR applies retroactively to personal
data you may have on EU residents.

Member states of the EU
There are 28 member countries of the EU. But remember that if even one of your
clients has European citizenship or is located in Europe, GDPR applies!
Countries in the European Union
Austria

Italy

Belgium

Latvia

Bulgaria

Lithuania

Croatia

Luxembourg

Cyprus

Malta

Czech Republic

Netherlands

Denmark

Poland

Estonia

Portugal

Finland

Romania

France

Slovakia

Germany

Slovenia

Greece

Spain

Hungary

Sweden

Ireland

United Kingdom

Brexit
In June 2016, the UK voted for Brexit. When GDPR is implemented in May 2018,
the UK will not have fully separated from the union, and so GDPR will apply to UK
businesses too. Once Britain leaves the EU, they’ll need a new set of data protection
and privacy legislation. What that will look like is anyone’s guess, really, but the word
on the ground is that the UK has committed to “mirror” GDPR.

The US, Safe Harbour, and the Privacy Shield
Up to 2015, there were Safe Harbour rules for the US to regulate the transfer of
personal data between regions. The idea was that US companies could be certified
(by themselves) to comply with the (now outdated) EU Data Protection Directive
to protect personal data. But in 2015, EU courts found that there was too much
noncompliance with the Safe Harbour rules.
Enter the EU-U.S. Privacy Shield. This scheme became operational in August 2016.
With the Privacy Shield scheme, US companies have to commit to protecting the
personal data of Europeans and comply with European Data Protection Authorities.
Companies that want to be certified have to make written commitments and assurances
about data protection. There’s a website run by the Department of Commerce in the
US to offer advice to US companies who wish to be certified.

If any of the personal data of your clients is processed by a US
company (for example, MailChimp), remember that if that company
isn’t certified, you won’t be protected by the Privacy Shield. What
does this mean? That this may be your weakest link in your GDPR

Data subject (event attendee)

Data controller (event organiser)

Data processor (that’s us!)

Terms to know
Consent
You must obtain consent for every purpose, and it can’t be an opt-out option. When
you obtain consent for use or storage of personal data, you must have consent that is:
1. Freely given
2. Specific
3. Informed
Data controller
Who’s a data controller? Well, you. A data controller is a business that keeps and uses
personal information about people and has the responsibility of this data. If you or your
business decides what personal information you’re going to keep, and how you’re going
to use it, then this makes you a data controller. If you have personal data, but it’s
another organisation that decides what happens to the data, then they’re the data
controllers, and you’re a data processor.

Data portability
Data portability is the right for an individual to obtain their personal data from
a controller and transfer the data if they wish to another organisation. The idea is
to protect users by allowing them to move their data to other vendors and avoid
being locked-in.
Data processor
Data processors process personal data according to instructions from the data
controller. They have fewer responsibilities under the Data Protection Act, but they
have to keep this data a secure.
Data subject
A living person who is identifiable (the person whose personal data is about). GDPR
defines personal data as “Any information related to a natural person or ‘Data Subject’,
that can be used to directly or indirectly identify the person. It can be anything from
a name, a photo, an email address, bank details, posts on social networking websites,
medical information, or a computer IP address.”
Digital Single Market
The strategy adopted by EU as one of its top priorities by moving from 28 national
markets to a single one. It aims to offer: “better access for consumers and businesses to
digital goods and services, creating optimal conditions and a level playing field for digital
networks and innovative services to flourish, and maximising the growth potential of
the digital economy.”
One-stop shop
The one-stop shop aims to make it simpler for businesses to operate in the EU by
having a single national data protection authority, rather than 28 separate ones. Same
thing for individuals, who’ll only have to deal with the data protection authority in
their own country.

Personal data
Information about a data subject that can identify someone directly or indirectly.
This includes names, photos, location data, phone numbers, bank details, posts on
social media, an IP address, etc. Cultural, genetic, or physical factors can also be
identifying factors.
Privacy by design
Privacy by design is an approach that any action or projects that a company
undertakes should be done with privacy and data protection compliance from the
start, and at every step.
Security by design
An approach to designing systems so that they’re as secure as possible from the
ground up as they’re being developed. The aim is to have security be top-of-mind and
malicious practices are considered from the start to build more secure systems with
fewer vulnerabilities.
Sensitive data
There’s a special category of personal data under GDPR. This includes:
• Racial or ethnic origin
• Political opinions
• Religious or philosophical beliefs
• Trade union membership
• Genetic and biometric data (processed for the purpose of identifying a person)
• Health data
• Data about a person’s sex life or sexual orientation

GDPR and the
PR/Events industry
When you’re organizing events, there’s an awful lot of personal data like people’s
names, emails, and phone numbers that’s shared and moved about. But there’s usually
much more data than that, and it’s part of other software programs, lists, and databases, and GDPR applies to all the places and ways this information is held and used.
The quick answer: 4 steps to successful GDPR events
1

Always ask for consent and be transparent about why you need the data

2

Obtain only the minimum amount of data you need

3

Be prepared to respond to requests (purge data or provide it in a readable format)

4

Make sure your vendors are compliant (don’t worry, Qmeeto is!)

A note about consent
Consent is defined as a “freely given, specific, informed and explicit”. This means
that you must obtain consent through a ‘statement or as a clear affirmative action’
(e.g. ticking a box – this can’t be selected by default), and it has to be in simple
language, not Legalese. You have to obtain specific consent for every purpose,
so you can’t bundle in a bunch of uses together in your consent forms; they have
to be separate and clearly written.
You must also be able to show how it was obtained and keep documentation about
this in case of an audit or complaint.
It’s possible you’ll lose people from your lists. But take heart – what you’ll be left with
are solid leads, people who really do engage with your company and actively want to
hear from you. And don’t worry about the competition – this levels the playing field,
so other companies will be losing people too.

The principles of GDPR data protection
We think GDPR is a good thing in the long run. It will increase trust between
organisations and individuals, and give a boost to anyone doing business online
or handling personal data.
Transparency and accountability are at the heart of the new regulations. This means
you have to be open about how you’re using and protecting personal data, and to
show accountability for how you process that data.
For attendees at your event, it means you have to let them know very clearly how
you’re going to use their personal information. It gives more rights to the attendee
and puts the focus on them (which is where you want it, anyway).

Benefits for individuals
Think of how often you’ve hesitated before downloading a mobile app because you
were concerned about how much information they were gathering on you. And how
many times did you consider what they’d do with this information?
Improved data protection will give a surge of confidence in people and strengthen their
trust in businesses. It means businesses will have to think of data protection first, and
use privacy by design principles. GDPRs puts people back in control of their own data,
giving them the right to be forgotten, easier access to their own data, and the right to
know if their information has been hacked. Individuals will also be able to deal directly
with their local data protection authority, in their own language, without having to lodge
a complaint where the company is based.
Wouldn’t you feel more confident doing business with a company that’s compliant with
those principles? We would!

EVENTS

Benefits for businesses
Many people are seeing the negatives first; namely, that they may stand to
lose business if they need to have consent first and adhere to all these privacy
regulations.
But GDPR will strengthen the trust between the client and you. If you don’t have
the consent to use a person’s data, chances are they won’t be doing business with
you anyway.
And don’t forget that GDPR levels the playing field: applies to all companies that
deal with European citizens equally, in the sense that companies established outside
the EU will still have to abide by the same rules as European-based ones.
GDPR also calibrates risk to the size of businesses and cuts the red tape:
it makes it simpler for businesses to deal one supervisory authority (the one-stop shop).
There won’t be 28 different ways of applying the regulation. For small and
medium-sized businesses, who can break into new markets, this is good news.
Small and medium-sized businesses won’t be subject to all the provisions of the
Data Protection Regulation (unlike the current Directive). For example, they won’t have
to appoint a data protection officer or carry out an impact assessment (unless there’s
a specific risk) and where requests to access data are deemed excessive, they’ll be
able to charge a fee for access (this isn’t the case for larger organisations).

Principles
1. Personal data has to be processed fairly and lawfully.
You have to have legitimate reasons to obtain people’s personal data, and it can’t have
adverse effects on them. You also have to be transparent about how you’ll use the data
and provide privacy statements when collecting it.
2. Personal data should be processed for specified purposes.
You have to be open about why you’re processing data: you have to have a legitimate
reason. If you want to use the data for any other purpose, you have to have to make
that clear. be clear from the outset about why you are collecting personal data and
what you intend to do with it.
3. Only the personal data that’s needed should be collected.
You should only collect the personal data you need for the purposes you explicitly
mentioned when obtaining consent. Use the approach of data minimisation: only collect
the minimum amount of data you need.
4. Personal data has to be kept accurate and up to date.
You have obligations to ensure that the personal data you hold is accurate. So you need
to take reasonable measures to validate personal data by, for example, checking that the
source if valid and if you need to update it.
5. Personal data should only be retained for as long as necessary for the purposes it
was obtained.
Essentially, this means that you should review how long you keep personal data,
and why you obtained it in the first place (which should help you decide how long
you need to keep it), and delete information that’s no longer necessary.

6. Individuals have rights to their personal data.
Individuals have rights to be informed, to access their information, to be forgotten,
to object to processing and to direct marketing, to object to automated decisions,
and to have incorrect data rectified. They also have the right to claim compensation
for damages if GDPR isn’t complied with.
7. Appropriate security measures must be taken.
You have to ensure that the proper measures are in place to prevent security breaches
of personal data at your organisation. Make sure you have in place the right physical
and technical security, the right policies and procedures, and the right training for your
staff. If there is a security breach, you need to be able to react quickly and inform your
local data authority (and individuals affected).
8. Personal data has to be protected.
If personal data has to be transferred to countries outside the EU (this includes
the United States of America), they have to ensure the protection of the rights of individuals to their personal data. So, review if you need to send personal data to non-EU
suppliers, and if so, how you can minimise the risks. Limit the amounts of information to
what’s necessary, anonymise information where possible, and take all reasonable steps
to ensure your supply chain outside the EU complies with GDPR (and put whatever
safeguards you can).

The 8 rights of individuals under GDPR
1. The right to be informed
You have to let clients know who you are and provide your contact details (as well as
those of the Data Protection Officer if you have one). You have to also let them know
why you’re collecting this data, if anyone else will have access (especially parties in
non-EU countries), and what safeguards are in place. As the data controller, you have to
provide this information at the time when you’re collecting someone’s personal data.
People have the rights of access, rectification, erasure, restricted processing,
data portability, or objection; they can withdraw their consent at any time.
2. The right to access information
Under GDPR, people can ask you to confirm if you are processing their personal data
and ask you for all the information you have on them. This includes third parties or
recipients with whom this data has been shared, where you obtained the information
(source) if it wasn’t from them, and any automated decisions made based on this data.

You have to provide this information to them for free,
within 30 days (unless it’s unfounded or excessive!).

3. The right to rectification
If someone’s personal data is inaccurate, they have the right to ask you to correct
it or supplement it.

4. The right to be forgotten
Technically, this is the right to erasure, which means they can ask you to delete
information you have on them without delay if:
• You don’t need the personal data for the purpose for which you originally obtained it.
• They withdraw their consent to have it processed (and you have no legitimate
or legal reason to continue to do so).
• They no longer wish to receive direct marketing from you.
• Their information was obtained ‘unlawfully’.
You also have to pass this request on to suppliers (data processors or controllers)
who are using this data. There are times when the right to be forgotten doesn’t apply,
if there’s a legal obligation, for example.
5. The right to data portability
In some cases, when processing of personal data
is done by automated means, for example, it’s
possible for someone to ask the data controller
(you!) to obtain their personal data in a format
that makes it easy to read or reuse, and to
transfer it to another company.

You have to supply the data
in a “structured, commonly used,
and machine readable form”:
i.e., easily processed by
a computer.

6. The right to object to processing of personal data
A person may have the right to object to certain types of processing of their
personal data. This can happen if you’re processing their information for direct marketing reasons. If you’re marketing something directly to an individual using their personal
data or profiling, they can object and you have to stop doing it.

They can also object to processing of their personal data for research purposes (unless
it’s in the public interest). They must state the grounds of their objection, and it has to
relate to them in particular. You have to offer an online method for people to object,
and you must inform them of this right when you first communicate with people.
This doesn’t apply if you have legal reasons to continue processing the data lawfully.
7. The right of restriction
An individual can request that you restrict or stop processing of their personal data.
This right only applies in certain circumstances, such as when they’ve objected to you
processing the data or where they’ve asked for a correction.
8. Rights in relation to automated decision making, including profiling
Individuals can also ask for decisions not to be made solely by automated processing,
which includes profiling. You need to have consent for automated processing

Are you ready?
4 steps to getting your organisation GDPR compliant
Keep these guidelines in mind as you begin your GDPR compliance journey:
Security: Prevent data breaches by adhering to best practices and security by design
Documentation: Keep records of how personal data is used and accessed, and how,
when, and for what purpose consent was given.
Accountability: Reveal any breach immediately, and show that all efforts were made
to prevent it.
1. Audit your company
Conduct a privacy risk assessment to find out how you collect personal data, how you
use it, where you store it, and who has access to it and why.
Consider what kind of personal information you are holding:
•

Why do you have it?

•

How did you obtain it?

•

How long will you keep it?

•

Is it being securely stored?

•

Is it being shared or is it accessible?

•

Can it be easily retrieved in case of an access request?

•

Can it be transferred to the person in an accessible format?

You’ll need to also recategorize or destroy old data, or obtain informed consent once
again from each person for specific uses you may have for that information.

2. Audit your supply chain
It’s not just you - you need to also show that your suppliers are also safeguarding the
data of your clients. If your suppliers are outside the EU, you need to find out if they are
GDPR compliant or part of the Privacy Shield. They are your data processors, but you
are the data controller, and so ultimate responsibility lies with you. Make an inventory
or data-map of where the personal information you collect ends up.
3. Demonstrate accountability and safeguards
Keep documentary evidence of your compliance and data processing activities. What
does this mean? For example, if you have consent from people to use their data, keep
a record of when it was given, in what format, and for what purpose.
Are you transferring personal data outside of Europe? Keep a record of your suppliers’
compliance to GDPR or Privacy Shield. Show that you’ve taken every effort possible to
ensure that the right safeguards for data are in place.
4. Set up security measures against breaches
Make sure that you have the right measures in place to keep personal security data safe:
that means not just restricting access to those who truly need it but also making sure
your IT technologies are set up properly.
You should have the proper processes in place to detect and investigate data breaches.
With GDPR, all breaches have be reported – and you’ll have to do it within 72 hours.
And if the breach can potentially be detrimental to an individual (like identity theft or
confidentiality breaches), then they’ll have to be informed, too.

Take a ‘risk-based’ approach to data protection.

Qmeeto helps you with GDPR compliance
Our commitment
Qmeeto has always been conscientious about privacy, and we’re ready for GDPR.
We work diligently and with integrity, and we’re committed to your privacy and that
of your clients.
As an easy-to-use event registration system, Qmeeto offers you tools that can help you
with your GDPR compliance policies. As your data processor, from the top security policies and safeguards we have in place to ensuring we are fully responsive to your GDPR
requests, we’ll make sure that you can rest easy dealing with Qmeeto for your events.

Tools that make it easier to comply with GDPR
• Consolidate your tools in one place: your ticketing and email systems, your CRM
platform, your event registration form and website can all be in one place. Qmeeto’s
system is easy to manage: what you see is what you get. So you won’t be overwhelmed
by an enormous events registration tool with extraneous fields, data, or access.
• Manage all your events under one roof: See who’s logged in and who’s registered –
no need to keep separate lists and multiply the data in several places.

• Stay up to date: With live check-ins, you can see registrations as they happen and
then run reports, so you’re always up to date and you’ll always know what data you still
need and what you can instantly get rid of.
• Manage access: Have your own designers or subcontractors? With Qmeeto,
you can give them limited access with their own username and password. They’ll be
able to access the system, but they’ll only see the website and email builder; they’ll
never see any other personal data or confidential information on your account.
• Manage contacts: With our contacts manager and our built-in security, you can
manage your in-house team, external partners, contractors and freelancers all in the
one place. It’s quick and easy to update records and give tailored access to different
contact types.
• Build consent forms: Qmeeto’s simple-to-use registration builder can help you obtain
consent from your attendees for every event or every purpose. Edit the form by adding
or removing fields, add information about how you’re using their personal data, and pop
in on your event website in minutes.
• Use Qmeeto’s check-in app: Scan your attendees in seconds, instead of printing and
distributing paper copies with personal data that could easily get lost or mismanaged.
Keep your guest list under your control.
• Create branded tickets with QR codes: Email them to attendees and use them as
event badges as well. This way, the information doesn’t get copied over and over again,
and you don’t have to keep badges on registration tables for all to see.
• Delete what you don’t need: If your GDPR internal policies require you to purge
personal data after an event, you can delete all data from our systems at any point:
you’re in control of your event data.
• Export documentation: From Qmeeto’s Reporting feature, export attendee
registration at any stage to document consent (store exported reports securely!).

Examples of possible GDPR breaches
In our industry, it can easily happen. We all have to modify how we work and our
internal policies and processes.
One of your employee’s computers or company phones was lost or stolen,
and it had clients’ personal data on it or apps that gave access to it.
You were prepared: Your employee computers and phones are remotely managed,
so they can be wiped or locked down remotely.
One of your employees wants to email attendees to an event directly, but doesn’t
know if the attendees have given permission to use that platform.
You were prepared: By offering awareness courses and GDPR training internally
to your team, your employee thinks twice and knows where to look for the documented
consent that was given.
One of your employees want to reuse the emails of attendees of a previous event to
send them marketing information about an upcoming one.
You were prepared: They remember that they only had specific consent from the attendees to send them information about the event they registered to. They realise that
they have to obtain consent or have legitimate grounds to use it for any other purpose.
You add a field to your event’s registration form about dietary preferences.
And then maybe another field about age, for your research. And also another one
for their address.
You were prepared: You realise all this information isn’t critical to the event: the more
information you gather, the greater the risk. You decide to simply tally the vegan meals
rather than assign them to a particular attendee, you add an age range that makes it
hard to identify the attendee, and then you ask for region rather than address.

Your event is just about to take place. One of your employees is about to print the
attendee lists and pass it around to the rest of the team for the check-in tables.
You were prepared: Your employee remembers that this could lead to lost or stolen
personal data, so instructs the rest of the team to use Qmeeto’s quick and easy check-in
app at the door instead.
Your event organiser is asking how many registration tables you’ll need to display
badges for attendees.
You were prepared: You don’t need to display the badges because with Qmeeto’s
system, the branded ticket that was emailed to attendees can be folded and used as
a badge, so the attendee’s personal data remains in their control. You had also clearly
explained your terms and conditions when the attendee obtained the ticket and asked
for consent.
One of your employees is leaving the company and not happy about it. They decide to
make a backup of their work and client information, “just in case”.
You were prepared: Thanks to your IT policies, you had restricted access to client
data internally with your IT team, and you removed them as an admin from Qmeeto’s
dashboard in minutes.
You’re using Qmeeto’s design agency to promote the event and create an agenda that
has the speakers’ photos on it.
You were prepared: You had already obtained consent from the speakers to use their
photo on the agenda and on the website for promotional purposes.

Remember these words: Consent must be “freely
given, specific, informed, and unambiguous.”

The Qmeeto Team

Event software made easy

www.qmeeto.com

